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Chapter 1 – An Overview of Intelligence 
 

What is this book & who is it for?  

 
Welcome to the world of Intelligence. 
 
This book is designed with you in mind. The purpose (as the title suggests), is to provide you 
with an introduction to intelligence. Throughout the book we have broken down the 
essential information you need to know to quickly and easily learn about the theory, 
practice, and procedures of intelligence.  
 
This book is ideal for students of intelligence. So whether you’re currently enrolled in 
intelligence studies, interested in learning more about ‘how intelligence works’, or keen to 
develop your skills as an intelligence analyst, then this book is place to start. 
 
Throughout my career as an intelligence analyst, I remember feeling overwhelmed at times, 
at just how much I was expected to know, and how quickly I was expected to know it.  
 
I remember thinking ‘I wish there was a beginners guide’, something to act as a ‘starting 
point’ for intelligence analysts to use and re-use as a guide. Eventually I built my own 
knowledge and understanding by annoying others with questions and slowly piecing 
everything together myself.  
 
While I still advocate asking others for help, this book is designed to equip you with relevant 
and required information needed to become a successful intelligence professional.  
 
So, to those just starting out in the intelligence realm or others actively interested in 
increasing their knowledge and understanding, this book is intended to be your guide.  
 
At the conclusion of this book it is our intention that you will have a strong foundation of 
information about intelligence to build upon and a resource you can use well into your 
career.   
 
…So where do we start? At the beginning. 
 
  



What is Intelligence? 

 
If you type ‘Intelligence’ into Google you’re likely to get a whole page of varied results. 
About 364 million different results to be exact. The majority of which will typically refer to 
explanations of intelligence in regards to cognitive function, mental ability and the 
application of knowledge.   
 

 
Figure 1. What is Intelligence? (Source: google.com) 

 

So let’s be clear what we’re talking about. Intelligence, for our purposes is information of 
military, economic or political value that is collected, processed and analysed to inform our 
actions to provide an advantage.   
 
Intelligence also refers to the practice of collecting secret or classified information to gain 
an insight to our adversary’s thoughts, intentions and actions for our own benefit.  
 
In essence, intelligence is the practice of revealing their secrets while protecting our own.  
 



 
Figure 2. Intelligence is the collection of information of military or political value. (Source: Google) 

 
  



The Definition of Intelligence 
 

Over recent years people have had a hard time coming to terms with a ‘standard definition’ 
for both the practice and product of Intelligence.  
 
Throughout my career I’ve witnessed numerous debates about what the ‘correct definition 
of Intelligence’ is. I remember when I was undertaking academic study into intelligence 
theory and practice, there would be countless journal articles and research papers discuss 
the definition of intelligence often at length.  
 
Often these ‘theoretical’ discussions would typically drag on, ad nauseam leaving me none-
to-wiser as to the ‘correct definition’ of intelligence.  
 
That was, until I came to realise; there is no ‘correct’ definition for Intelligence.   
 
I’ve heard some authors take a more literal approach of defining Intelligence as ‘actions or 
processes used to produce knowledge’. While others believe intelligence needs to have 
certain factors, such as secrecy, prediction, and / or insight. In the end only one thing is 
clear. There is no agreed one definition for Intelligence.   
 
So, to that end, I’m offering a simple and easy to remember explanation of intelligence to 
inform our understanding throughout this book. Intelligence is the product of processed 
information, for action.  
 
Allow me to restate it again, just so we’re all clear of the definition going forward;  

“Intelligence is the product of processed information for action.” 
 
I understand there’s likely to be people out there who might not agree entirely with my 
suggested definition for Intelligence. Guess what? That’s fine. As I said, there is no one 
definition for Intelligence. This definition is based on our understanding of intelligence, but, 
like any good intelligence professional – I would suggest you do your own research and 
perhaps even come up with a definition of your own definition.  
 
For those readers less interested in a theoretical debate of semantics, let’s press on.  
 
 
  



Information vs. Intelligence  

 
What’s the difference between information and intelligence?  
 
Information is best described as ‘knowledge communicated about a particular fact or 
circumstance’.  For example, the daily newspaper is a source of information, each report or 
article provides information about different issues.  
 
Intelligence however, is all about taking that information, thinking about it, and determining 
what it actually means - then doing something with it.  
 
Here’s an example of information vs intelligence: Mr Marshall is a novice investor who 
learns about a recent breakthrough in hearing-aid technology from a local medical journal. 
Interested, Mr Marshall conducts some of his own research to determine if the technology 
does have the potential to do what it claims to. Satisfied in his knowledge, Mr Marshall 
decides to invest in the company who specialise in the manufacture of these particular type 
of hearing-aids. In two months the value of Marshalls’ stock has almost doubled as demand 
for the new technology went public.  
 
Whilst simplistic (perhaps boarding on idealistic), the above example demonstrates how Mr 
Marshall took information available to him, conducted his own research, analysed ‘what it 
meant’ and turned it into action. This is, in essence, the difference between information and 
Intelligence. Intelligence being the product of processed information, for action.   
 
  



What’s the purpose of Intelligence?  

 
Intelligence serves multiple purposes, but at the heart of it, intelligence is paramount to 
winning adversarial campaigns. Albeit military, criminal, political or economic – the role of 
intelligence is to collect information that can be used for an advantage to succeed over an 
adversary.  
 
Intelligence is a fundamental proponent of warfare, and has been for thousands of years.  
 
Military strategist Sun Tzu wrote; ‘Thus, what enables the wise sovereign and the good 
general to strike and conquer, and achieve things beyond the reach of ordinary men is 
foreknowledge.’ And so, it’s by knowing your enemy’s plans, and mitigating accordingly that 
is key to success in any adversarial battle.  
 
Today the term ‘warfare’ might seem exaggerated in some contexts, but the very principals 
apply stringently to modern military campaigns, political battles, law enforcement, security, 
and economic operations. Today more than ever we are reliant on the use of Intelligence to 
provide insight and assessment about who our enemies are and what they’re doing.  
 
We all want to ensure our own survival. The process, actions and activities of the 
Intelligence function works to provide us these advantages. So, is it fair that we all spy on 
each other? The simple truth is that if we didn’t spy on our adversaries we leave ourselves 
exposed and vulnerable.  
 
Espionage, the trade of stealing secrets is quoted as being ‘the second oldest profession, 
with fewer morals than the first’. Whether we like it or not, as a country we’re bound to our 
neighbours, and share a common interest for prosperity and survival. Intelligence provides 
us advantages to achieve these goals.  
 
Intelligence, serves to prevent, protect and safeguard our own interests at the expense of 
our adversaries. There will always be people who will want to exert their influence over us. 
Humans, like animals, are territorial creatures. War, (in some form or another) has always 
existed and seems inevitable. No matter whether the issue is a state sponsored claim to 
foreign soil, or an illegal criminal group looking to expand their territory - there will always 
be those who mean to exploit our weakness to promote their own agenda.  
 
The practice of intelligence serves to provide us an advantage or foreknowledge, to predict 
the plans of our adversaries, and defeat them before they can defeat us.  
 
  



Intelligence Collection Methods 

 
Intelligence collection refers to the means and processes used to gather and ‘collect’ 
information of value. Often depending on the information, the goal of intelligence collection 
is to gain access to restricted or secret information.  
 
The following are ‘methods’ of intelligence collection, provided to give you an 
understanding of the types of intelligence and how it works.  
 
Human Intelligence (HUMINT) is the collection of information from people.  
 
HUMINT is probably the most well-known intelligence collection method being the subject 
of numerous movies, novels and TV shows – i.e. James Bond, The Recruit, Homeland, or any 
John le Carre novel. In short, HUMINT is the practice of recruiting human ‘sources’ to 
provide privileged information for our benefit. 
 
How does HUMINT work?  A Source is usually identified and ‘cultivated’ by an Agent (read: 
spy) of either a foreign or host nation. Agents are always on the look-out for new sources, 
through a process known as ‘talent spotting’.  
 
Potential HUMINT sources are screened against a few factors, namely their access to 
classified information, their motivation (money, ideology, compromise or ego), their ability 
to provide what’s required, and their pattern of life. Over time the Agent builds a strong 
rapport with the source before using their motivation to recruit them as a spy.  
 
HUMINT can be collected from people who are willing participants, recruited sources or 
detained persons. In some cases HUMINT is collected officially by ‘declared’ agents who 
conduct liaison with different agencies.  
 
Signals Intelligence (SIGINT) refers to the collection of electronic communications 
information such as phone conversations or communications data.  
 
SIGINT is a broad topic, including communications intelligence (COMMINT), electronic 
intelligence (ELINT) and can include aspects of electronic warfare and radar intelligence.  

 
SIGINT is a broad topic, and incorporates activities such as telephone communication 
intercepts, telecommunications data analysis, or geolocation.  
 
SIGINT can also provide detailed intelligence about the networks and relationships between 
individuals. It has the ability to reveal important information about the physical (geographic) 
location of the caller, the time of communication and has the ability to identify vast 
networks of people, places and organisations.  
 
Measurement and Signature Intelligence (MASINT) refers to the information 
collected by sensors developed to record different characteristics of a target. Satellites in 
space are able to identify the range of ballistic missiles and their type using detailed 
measurement and signature sensors. This type of intelligence is important in detecting, 



tracking and identifying targets to determine where they’ve come from, and more 
importantly, where they’re going.  
 
MASINT works by using sensors to identify the distinctive characteristic of either a fixed or 
moving target. For example, some militaries are equipped with ‘counter-battery radar’ 
which is able to identify an enemy’s artillery position using MASINT. This radar can locate a 
position based on the radar signature of the projectile and allows for the return fire against 
that position. 
 
Imagery Intelligence (IMINT) refers to the information collected from photographs and 
imagery.  
 
They say a picture can say 1000 words, and this is no exception for intelligence collection. 
Images are used as a vital source of intelligence to examine hostile locations, identify 
persons of interest or determine whether an enemy might be preparing for something.  
 
IMINT works by covertly collecting images of an adversary.  
 
During WWII both Axis and Allies relied on aerial photographs taken from reconnaissance 
flights. Planes would be equipped with ‘state-of-the-art’ cameras and conduct dangerous fly 
over missions to collect IMINT to support their military planning.  
 
Today IMINT is more high-tech, relying on satellites in space and unmanned aerial vehicles 
(UAVs) to conduct imagery collection.  
 
Open Source Intelligence (OSINT) refers to the information ‘typically’ available in the 
public domain.  
 
Since the widespread adoption of the internet the increase in available information is 
phenomenal. Today OSINT provides intelligence professionals the ability to quickly and 
easily tap into issues and intelligence subjects via the internet.  
 
Moreover, the global uptake of social media platforms such as Facebook, Twitter, Reddit 
and Youtube have allowed for everyone to openly share and communicate information on 
so many different mediums. 
 
For intelligence professionals, this information is a gold mine for intelligence collection.  
 
OSINT works by using open sources to collect information which can either support or 
disprove intelligence assessments. For example, online journals written by academics and 
opinion pieces from those with access can be found via the internet and can be 
incorporated for intelligence assessments.  
 
Surveillance is the activity of watching and following a target to see what they do, where 
they go, and who they meet. This information provides intelligence professionals insight into 
their target not otherwise available. The idea of surveillance is to remain clandestine (i.e. 



undetected) in the process so the target goes about their business unaware they’re being 
observed.  
 
Surveillance is considered fundamental to an intelligence professionals tradecraft, as they 
need to operate without other people seeing, knowing or following them.  
 
Surveillance usually involves a team of trained professionals who are organised and able to 
follow the target both on foot, and in a vehicle. A surveillance team is will usually alternate 
during their observation and alternate so the target doesn’t see the same people 
everywhere they go.  
 
A key to identifying a surveillance team is to remember the mantra, ‘same face, different 
place’ to determine if you’re being followed. The role of the surveillance team is to follow, 
record and document the movements of the target often taking photographs of people they 
meet, places they go and activities they conduct.  
 
Surveillance teams can also employ the use of equipment to make their job easier and to 
gain greater information about their target. Listening devices, GPS trackers, microphones 
and hidden cameras are some of technology a surveillance teams often employ. 
  
Surveillance teams are usually trained and equipped with the skills to conduct covert 
method of entry. This involves gaining access to cars, buildings and locks in a way to remain 
undetected. These skills include lock picking, safe cracking and often include the ability to 
defeat alarm systems.  
 
Official Information refers to the data kept on file from government departments, and 
businesses, which could be used to someone’s advantage.  
 
Consider just how much information is collected by government departments, such as the 
motor vehicle registry when you apply for your driving licence. Personal information, car 
registration, and residential address are all kept on a single system. What if someone had 
access to this?  
 
Similarly, personal banking details, tax information, and phone records are also accessible 
with a warrant. Together, this information could be used to build a detailed picture about a 
person, or a business.  
 
Think about the privileged information available from personal finance information, banking 
details and or someone’s’ spending habits. Phone records could also be used to identify 
someone’s close personal contacts and associates.  
 
Cyber Intelligence refers to the information derived from ‘cyber’ intrusions, (i.e. 
computer hacking).  
 
In recent years, the phenomenon of computer hacking and network security has become a 
significant security concern for all governments and businesses alike.  



Think ‘anonymous’ or large state sponsored teams of computers hackers who try to steal 
secrets by hacking into secure computer databases.  
 
Today there are thousands of rouge actors who try to conduct cyber intrusions to steal 
military, economic and political information for their own benefit. However, it’s not just 
individuals and criminal groups who use cyber intrusions as a means of intelligence 
collection. Large scale state actors have also been identified as culprits in these activities.  
  
Cyber intrusions range from crude attempts to install bugs or ‘malware’ on a victim’s 
computer (usually through unsolicited email attachments), right through to advanced 
network penetration and computer hacking operations.  
 
Regardless of the ability, the sheer volume of attempts to steal classified information makes 
this collection method a significant concern for security advisors and has led others to deem 
the information terrain as ‘the new frontier’ in modern warfare.  
 
  



Different Types of Intelligence 

 
As mentioned before, the practice of intelligence originated from warfare. In recent years 
however, other groups and organisations have taken a lesson from the military approach 
and applied the construct of intelligence services into their operations also. 
 
Sometimes referred to as intelligence ‘disciplines’ or intelligence ‘activities’, I like to think of 
the different types of intelligence as referring to the different needs and requirements for 
intelligence.  
 
Military Intelligence seeks to develop an understanding of the environment and the 
enemy to inform the commanders’ plan. Military intelligence typically focuses on two 
factors to win the battle and ultimately the war. Those factors are an understanding of the 
environment and the enemy.  
 
Battle Space Preparation involves developing a detailed understanding of the ‘operating 
environment’ prior to conducting a mission. Developing a though knowledge of the 
battlespace is fundamental to any successful military engagement, and reduces 
uncertainties concerning the enemy.  
 
Developing our knowledge of the enemy’s intent is the key objective of military intelligence. 
By collecting information about the size, locations, goals, objectives and tactics of our 
enemy we can gain an insight into how they act, and assess what the might do next.  
 
Weapons Technical Intelligence is the process of analysing an enemy’s weapons and 
equipment to determine key pieces of relevant intelligence. For example, knowing the 
enemy employs 81mm mortars provides us an understanding of their capability, and 
information about their location, size and intent.  
 
This information is pertinent to the commanders planning and may influence his allocation 
of resources. Knowing what weapons and equipment the enemy has and how they use it is 
critical to understanding the threat.  
 
Operational Intelligence (OPINT), also referred to as ‘Combat Intelligence’ is information 
specific to the mission of sub-units. Typically considered the tactical aspect of intelligence, 
this intelligence discipline involves providing time accurate intelligence to those who are 
likely to have the most immediate contact with the enemy.  

 
Criminal Intelligence borrows from the same principals as military intelligence but 
applies them to the issue of policing and law enforcement.  
 
Criminal intelligence can be divided into different aspects, such as initiatives of ‘intelligence-
led policing’, intelligence support to major crimes and the use of intelligence in corrections 
and prisons.  
 
Intelligence-led policing is based on using intelligence as the driver for police operations 
rather than a by-product of police activities. The concept gained popularity in both the 



United Kingdom and United States during the 1990s and has gained considerable 
momentum informing police operations throughout the world since 9/11. 
 
Police who investigate major crimes have also embraced the concept of intelligence support 
in their operations. Recent years have seen a significant increase in demand for qualified 
(and capable) intelligence analysts to support policing operations. The use of technology, 
databases, and shared intelligence (between states and national agencies) has provided 
significant advantages for combating major crimes such as drug trafficking, organised crime, 
and money laundering.  
 
Prisons, goals (jails) and remand centres also benefit from intelligence collection and 
analysis. Intelligence collection methods are utilised to gain an insight into the activities of 
prisoners inside corrections facilities. Insight and knowledge of drug trafficking, corruption 
and organised crime allow corrections staff to mitigate the threats inside their facilities and 
to ensure the safety and good order of all those involved.  
 
Counter-intelligence is the ‘spy vs spy’ discipline dedicated to the identification and 
restriction of intelligence operations against you and your organisation. It’s no secret that 
other states and actors are interested in the information your organisation possesses. 
Counter-intelligence is the discipline of intelligence that works to detect those who seek to 
use intelligence collection against you.  
 
Counter-intelligence does three things; firstly it identifies those who might be working for 
another interests (other countries or criminal organisations). Secondly, counter-intelligence 
operations involve using deception or misinformation to run to confuse or mislead those 
‘other’ interests. And thirdly, counter-intelligence involves the recruitment of intelligence 
informants in other organisations to identify those who are operating against us.  
 
Security Intelligence is concerned with the collection and protection of information 
relevant to protecting an organisation from external and inside threats. This ‘information’ 
can include the protection of assets including emergency response planning, and physical 
security measures.  
 
To some degree there is a blurring of ‘roles and responsibilities’ within various intelligence 
architecture. Intelligence staff are often required to double hat as ‘security specialists’, and 
considered the ‘go to’ people for security issues and concerns.  
 
Depending on your organisation the intelligence section (and staff) might form a small team 
inside the broader security element. Alternatively, however, the intelligence function may 
work completely separate to other ‘business areas’. Ultimately though, intelligence 
operations delve into the world of security, risk management, emergency control and 
contingency planning.  
 
Psychological Operations also known colloquially as PSYOPS is a discipline of 
intelligence that plans, develops and implements campaigns designed to convey specific or 
selected information to a targeted audience. The term psychological operations is used to 
describe this activity because the messages are designed and intended to influence the 



emotions, motives, reasoning and behaviours of the intended audience. This is the modern 
day term for propaganda operations.  
 
Political Intelligence is focused on the collection, and analysis of information of foreign 
politics. This type of intelligence seeks to source information on foreign affairs, trade, 
international relations and the economic activities of those countries involved.  
 
  



What Do Intelligence Agencies Do? 

 
Intelligence Agencies are the ‘official’ organisations of a nation or state that operate the 
intelligence function(s).  
 
Often authorised by legislation or decree, Intelligence agencies (also known as ‘Intelligence 
Services’) are those organisations responsible for the planning, collection, analysis and 
distribution of certain types of intelligence within a state or region.  
 
It is important to note that Intelligence agencies come in various shapes and are organised 
in different ways depending on their role and their resources.  
 
Each Intelligence agency will have a specific role, also known as a ‘remit’, assigned to their 
operations. Depending on their unique role(s), each Intelligence agency will utilise different 
collection methods (identified above) to satisfy their information requirements.  
 
To better understand the different roles and responsibilities of Intelligence agencies, here is 
an example of the Intelligence Agencies of the United States of America, and their various 
functions:  
 

 

 
 

The United States Intelligence Community (I.C.) is a federation of 16 separate United States government agencies that work 
separately and together to conduct intelligence activities considered necessary for the conduct of foreign relations and national 

security of the United States. 
(Source: Google) 

 



As you can see from the image above - there are numerous different intelligence agencies – 
each assigned with a different, role, responsibility or collection requirement.  
 
Intelligence agencies can be organised by their requirement to produce a certain ‘type’ of 
intelligence, i.e. foreign information collection, military intelligence, or law enforcement.  
 
Alternatively, Intelligence Agencies can be assigned the management and control for a 
certain intelligence collection capability. For example, The U.S. National Geospatial 
Intelligence Agency (NGIA) is the tasking authority for the control, management and 
collection of satellite reconnaissance imagery.  
 
Single source agencies are sometimes created as the guardians of a particular ‘type’ of 
intelligence or discipline. The United States National Security Agency (NSA) is the premier 
‘SIGINT’ collection agency for the entire United States intelligence community.  
 
Similarly the Government Communications Headquarters (GCHQ) is the SIGINT authority in 
the United Kingdom.  
 
In summary, Intelligence agencies are the organisations sanctioned with the roles and 
responsibilities for specific intelligence functions in a nation, state or region.  
 

All Source Intelligence 

 
All-Source Intelligence draws on reporting from multiple agencies and utilises various 
intelligence collection methods from the wider intelligence community.  
 
The U.S. Department of Justice’s Federal Bureau of Investigation (FBI) is an ‘all-source’ 
agency which uses information from various supporting agencies depending on their 
investigation requirements.  
 
For example, when the U.S. FBI investigates a fraud or money-laundering case, they make 
requests for the support of The Department of the Treasury or Drug Enforcement 
Administration if they believe these agencies are able to provide information relevant to the 
case. This is an example of drawing on the intelligence resources of others agencies and 
information sharing.   
 
  



Policy and Decision Makers 

 
Policy and decision makers are those individuals in your chain-of-command who benefit 
from the intelligence process and who are capable of ‘actioning’ the intelligence provided.  
 
Policy and Decision makers are sometimes referred to as the ‘customer’. They’re typically 
the departmental heads who are influential in the organisation and those who provide 
information requirements that fuel the intelligence cycle.  
 

The Role of Intelligence in State-Craft & Politics 

 
Intelligence provides ‘warning’ and ‘foreknowledge’ about the potential dangers and 
threats. If we accept the main function of intelligence is to reduce uncertainty Intelligence is 
considered another tool to guide our political decision making. 
   

Conclusion 

 
An effective intelligence capability provides opportunities identify threats to national 
security and protect the state by scrutinizing terrorist’s plans, limiting the proliferation of 
weapons, disrupting criminal activities and by protecting our own national secrets.  
 
Intelligence operations have the potential to impact national security events before they 
occur and disrupt incidents detrimental to the interest of the state. Furthermore, 
intelligence allows for the ability to achieve strategic and tactical advantages over our 
adversary.  
 
 


